CAREER PATH ¢ Al ENGINEER

Al Engineer
Career Path

Build reliable Al services — not just
impressive demos.

* Trainer-led workplace scenario

* Production, security, evaluation, and portfolio focus
* No salary claims or guaranteed outcomes

ITLearn360




The Workplace Problem: Policy Answers Are Hard to Trust

HarborPoint Services is the fictional scenario that connects the deck.

Customer-service reps search many policy documents
before answering employers.

* Different manuals say similar things in different words

* Old documents can appear beside approved documents
* Not every employee can access every policy

* A confident answer can still be unsupported

A Teaching question: what would make this assistant safe enough to use at work?
Services
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Role Reality: Al Engineer Is a Production Builder

The role sits at the intersection of software, data, model behavior, and operations.

ITLearn360
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* The job is not only prompt writing

\

/ * Most value comes after the prototype N
* Employers test engineering reasoning and tradeoffs
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U.S. Job-Market Reality Check

Use job counts as directional signals, not guaranteed vacancies.

REVIEWED AUGUST 2026

Vs

Exact title signal
1,000+

* LinkedIn results for “Al Engineer” in the
u.S.
* Includes some adjacent Al/ML postings

Broader title signal

28,000+

* LinkedIn results for “Atrtificial Intelligence
Engineer”

e Broader search includes ML, data, and
software roles

Official proxy category
15%

* BLS projected growth for Software
Developers, QA Analysts & Testers,
2024-2034

* This is not an exact Al Engineer count

Use related titles: Generative Al Engineer ¢ Applied Al Engineer ¢ Al Application Engineer * Software Engineer, Al

ITLearn360

Sources in speaker notes
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Scenario Charter: Build a Support Assistant With Boundaries

A useful Al system begins with permission, evidence, and escalation rules.

Rep asks Assistant retrieves Draft answer
policy question approved evidence with sources
* No customer-record changes without approval
* No answers without accessible sources
* No hidden access to restricted documents
Audit record < Specialist approves

created high-risk cases

ITLearn360
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Use Al Only When the Problem Needs It

A good engineer chooses the simplest reliable solution.

What decision
will the user make?

Static rules or search Use RAG when evidence Use tools when the system
are enough changes or must be cited must query trusted APls

* Avoid starting with a favorite model Business fit — data availability — risk — evaluation criteria — design choice
* Define failures before building the demo
* Keep consequential actions outside model control

ITLearn360
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Software Base Before Model Tricks

Al applications fail when basic engineering is weak.

Python

SQL

Testing

Cloud

ITLearn360

API layer, validation, async calls

authorized data lookup

versioned prompts and code

repeatable local runtime

unit, integration, regression

deployment, secrets, logs

HarborPoint API skeleton

POST /assistant/answer
auth: employee_identity
body: { question, case_id }

checks:
validate input
filter documents by permission
retrieve evidence
draft response
log result
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Model Behavior Is an Engineering Constraint

The model is powerful, but it is still a component with limits.

Tokens

Context

Model
Call

Variability

Structured
Output

Tool Calls

Latency

* Use representative tests before selecting a model
* Track behavior when prompts, models, or documents change
* Do not confuse a smooth demo with verified reliability

ITLearn360
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RAG Is a Knowledge Pipeline, Not Prompt Magic

Retrieval quality determines whether the answer has usable evidence.

Approved Chunk + Index + Rerank Draft Cite +
Docs Metadata Search Evidence Answer Log

Security-critical metadata travels with every document section: owner ¢ sensitivity * version ¢ access
group ° effective date

* Vector search is one part of the design
* Hybrid search, reranking, and freshness rules often matter
* Access filtering happens before the model sees evidence

ITLearn360
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Evaluation Starts With Evidence

Improve the system only after you know what failed.

Question Type Expected Evidence
Normal policy question Current approved guide
Restricted policy Accessible docs only
Ambiguous wording Ask clarification
Obsolete document Latest policy wins

Expected Behavior

Answer with source

Refuse or escalate

Do not guess

Flag conflict

Measure retrieval, answer support, refusal behavior, permission handling, latency, and cost.

ITLearn360

Ragas/Phoenix useful, not magic
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Tool Use Needs Permission Boundaries

A model should never receive unrestricted system power.

User Policy 1

( Allowed

Question Router J

* Validate inputs server-side

* Enforce least privilege outside the prompt
* Use timeouts, retries, rate limits, and logs
* Require approval for consequential actions

ITLearn360

L Tool Schema

Business Audit +
System API Response

Unsafe pattern: “The model decides whether
it is allowed.”
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Agents Are Controlled Workflows

Autonomy must be bounded by approvals, policies, and logs.

Plan Retrieve Draft Approve Execute

The assistant can draft a response.
It cannot silently change a customer record.

* Introduce agentic behavior only when predictable code is not enough
» Keep high-risk operations behind human review
» Store decisions for later investigation

ITLearn360

Audit

Human-in-the-loop patterns
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Security Is Bigger Than Prompt Filtering

Guardrails help, but security architecture carries the risk.

LLM-specific risks

* Prompt injection

* Sensitive information disclosure
* Vector and embedding weakness
* Excessive agency

* Unbounded consumption

Engineering controls

* |dentity-aware retrieval

* Output validation and encoding
* Least-privilege tool access

* Approval gates and audit logs
* Rate limits and cost controls

Use OWASP and NIST as design checklists, not as decorative references.

ITLearn360

OWASP LLM Top 10 « NIST Al RMF
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Testing Covers Code, Data, and Model Behavior

Al testing is a stack, not one final chatbot check.

Human review

Adversarial tests

Model regression tests

Retrieval + permission tests

Unit + API tests

* Regression tests run before prompt, model, embedding, or document changes
 Security tests include prompt injection and permission bypass attempts
* Review unclear cases with business owners

ITLearn360
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Production Means Operating the System

A deployed Al service needs observability, cost controls, and rollback plans.

-
Trace every request
prompt, retrieval, tool, response
.
p
Version everything
model, prompt, index, documents
o
-
Control runtime risk
rate limits, fallbacks, approvals
.
-
Review failures
runbooks, incidents, retraining triggers
o

Hosted APIs reduce infrastructure work; they do not remove operational

responsibility.

ITLearn360



Human Approval Protects the Business

The safest workflow makes review easy before consequences happen.

Approve Edit Reject

Run as proposed Correct tool arguments Block unsafe action

» Use approval for external emails, database writes, account updates, and customer-impacting actions
* Record who approved, what changed, and what evidence supported the action
* Design the review screen before handing tools to the model

ITLearn360

Respond

Human supplies
missing context

LangGraph HITL concept 16



Hands-0On Lab: Build the HarborPoint Assistant

The lab converts concepts into a portfolio-ready case study.

01 API + auth stub 02 Pocun)ent 03 Metadata filtering 04 Retrlev_al
ingestion evaluation
05 Controlled tool 06 Approval 07 Monitoring +
call workflow runbook

Portfolio proof is not “l used LangChain.”
It is “l| made a design decision, tested it, and documented the

ITLearn360

evidence.”
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How ITLearn360 Helps You Build Evidence

The workbook turns learning into interview-ready artifacts.

Vs

Downloadable
Al Engineer
Workbook

O

O

O

Case study
Architecture worksheet
Interview Q&A
Evaluation sheet

Resume prompts

ITLearn360

Case study practice Follow HarborPoint from problem to production

Build retrieval, tool calls, approval, and

Guided labs monitoring

Interview coaching definitions

|
|
|
|

Portfolio templates Create artifacts employers can review

} Practice scenario answers, not memorized

No guaranteed job claims — the focus is skill evidence and stronger interview conversations.
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Portfolio Artifacts Employers Can Review

Show your engineering thinking with documents, tests, and tradeoffs.

Problem
Statement

Architecture
Diagram

Evaluation
Dataset

ITLearn360

» Explain why RAG was chosen, not just how it was coded
* Show tests for permission-sensitive and ambiguous questions
* Document failures honestly; this builds credibility

Threat
Model

Avoid invented metrics. Use only results from your own test dataset.

Runbook +
Demo
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Interview Conversation: Defend the Design

Strong answers connect business risk, design choice, and evidence.

-

Interviewer

“How would you stop the assistant
from using documents the employee
should not see?”

Candidate

“l would preserve access metadata
during ingestion, filter before retrieval,
test users with different permissions,
and log document IDs used in every
answer.”

ITLearn360

* Answer with controls, not buzzwords
* Mention test cases and audit evidence
* Explain when the assistant must escalate




Your Practical Action Plan

Build one complete system, then explain every decision.

ITLearn360

Define

Build

Secure

Evaluate

Package

business task and failure cases

API, retrieval, and source citation

identity, permissions, and tool boundaries

evidence, refusals, and regression tests

portfolio artifacts and interview stories

Career positioning

Al Engineer readiness is
demonstrated through tested
software, security reasoning,

and clear business
explanation.
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Al Engineering Is Responsible Delivery

Build systems that can be tested, secured, explained, and operated.

Prototype Evidence Controls Portfolio

Show the idea Validate the behavior Protect the business Explain the work

ITLearn360

Career-path training with real-world case studies, labs, workbooks, and interview practice.



